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(School Name Here)


Anti-Bullying Campaign





What should you do before the issue of cyber-bullying arises?  





Think! Then Be Proactive!





Avoid being cyber-bullied! 





Cyber Bullies like:			


Careless or no privacy/security settings		Why? ____________________________	So ________________________________


Your pictures (including of you)			Why? ____________________________	So ________________________________


Your private information				Why? ____________________________	So ________________________________


Your personal information				Why? ____________________________	So ________________________________


Knowing your password(s)				Why? ____________________________	So ________________________________


Knowing worries you have				Why? ____________________________	So ________________________________


Knowing what upsets you				Why? ____________________________	So ________________________________


Using these to embarrass you			Why?_____________________________	So ________________________________


Sharing these with THEIR friends . . .


who are not your friends and . . .


who may share them with their friends . . .


who do not even know you and . . .


who may share them with their friends . . .  	Why?_____________________________	So _______________________________








 (School Name Here)


Anti-Bullying Campaign


PROTECT YOURSELF 


FROM CYBER-BULLYING 


BY MOBILE (CELL) PHONE


Useful tips to help prevent cyber-bullying by mobile (cell) phone:


Always use a password to open your phone for use and tell nobody the password except your parents or guardians.


Keep your phone number secret from anyone who cannot be totally trusted.  


Never pass someone's phone number on to a third party.


Do not send pictures of yourself or others or personal messages by phone to anyone who cannot be totally trusted not to pass them on to someone else, someone who may be friendly with them but not with you. 





If someone gets your phone number and starts making unwelcome calls or sending unwelcome messages or pictures to you, no matter how annoyed or upset you are do not reply, do not delete the pictures or messages and do not remove a record of the calls from your phone's “Call Log.”  Instead, tell a parent, a teacher or other adult you trust.  Then do the following:


To block a texter from sending you unwanted text messages or pictures: 


3 Mobile: 	Text "BLOCK IT START" (in capital letters) to 50216 and follow the instructions you are given to block the number.


Eir:	Call Eir on 1747 (pay as you go) or 1905 (bill pay) and give the number you want blocked. The company will then block the number.


Contact the Gardaí (Police) and they will contact the company or service provider, which will then block the number.





For children lucky enough to have smart phones:


There is a range of call-blocking, text-blocking and spam-blocking apps available from Play Store, ITunes and possibly other app stores that you can download free and install on your child’s phone.





To block a phone number that is used to send you unwanted phone calls, whether anonymous or not:


Keep a record of the times and dates of the calls (do not delete them from your phone's "call log"), whether you recognise the phone number or not.


If your phone is off or on silent and any audio message is left do not delete this message either. It can provide useful evidence later, if necessary.


Contact the Gardaí (Police) and give them the details of times and dates of calls and any audio messages left. They may need to look at your phone for this.


They can then contact the company or service provider and have the number blocked as well as, if necessary, dealing with the sender.
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(School Name Here)


Anti-Bullying Campaign


PROTECT YOURSELF


FROM CYBER-BULLYING


BY COMPUTER


1.	Be careful, be respectful, the Internet is forever:


(a)	Always protect your Name, Identity and Reputation


(b)	Always be respectful to others and about others when posting material online (Remember, anything you post online remains in the networks after you think it is deleted and can be misused or traced and considered years later in job interviews).


(c)	The Internet is a useful invention but it can be abused if people use it to bully others (cyber-bullying) so never get involved in this. (Remember, everything you post is 100% traceable by the Gardaí (Police), working with the service providers.


(d)	Cyber-bullying can be stopped - if it is already happening to your child you have options (see 3 – 5 below) so take action!


2.	Avoid cyber-bullying on social networking sites, e.g. Facebook, Instagram, WhatsApp, Viber, Snapchat, Ask.fm etc. whether on computer or smart phone:


Skip any options offered after you sign up, (like "Add Friends," "Find Friends," Profile Information" and "Add a Picture") and instead, first click on “Settings” (e.g. in Facebook click on the tiny black triangle in the upper right of the screen and then choose “Settings." 


From there, limit all privacy and security settings to “friends only” (not friends of friends who may not be your friends). 


Click on every other setting and edit each option presented to suit your needs.


Now you are in a position to add any friends and information you wish but do this carefully.  Only add genuine trustworthy friends, one at a time. Remember, your current friends may not always be your friends. 


Even then, it is advisable not to share personal information, phone numbers or photos with anyone, except possibly with your most trusted long-term friends.  


3.	If you are already having a problem with cyber-bullying e.g. on Facebook: 


Never reply to online bullying or harassment regardless of the material used.


Put yourself in control.  Keep the material as evidence in case you need it.  Then . .


Click on the "Report/Block User" link below the bullying material e.g. a picture.


You will be switched to a forum where you can request that the user be blocked. It is necessary to explain the whole bullying situation here, whether it is all online or not (it could be an add-on to “traditional” bullying that is happening in school) before Facebook will remove bullying material so explain in detail the nature of the bullying, getting help from a parent/ guardian or teacher for this if necessary. 


Other social networking sites also have reporting systems for cyber-bullying (any sites that do not should be avoided)! For useful and up-to-date “Advice,” “Explainers” and “How To” information on these and other aspects of many of the social networking sites for both parents and teachers visit www.webwise.ie


4.	Email:	


Do not respond to unwelcome or bullying emails.  Save them as evidence and if it continues you can print them out and take them to the Gardaí (Police).


5.	Webcams/Phone-Cameras:  


If you have a webcam keep it covered when not in use and do not “share” “selfies.”
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